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Objective

This report aims to take an expository dive into the world of digital lending in Nigeria from a
privacy, security and consumer protection viewpoints. The study will examine various issues
such as data protection and privacy rights of users, security standards implemented by digital
platforms, arbitrary interest rates, use of emerging technologies, and dark patterns. Finally, the
report recommends improving consumer security, privacy, and, more importantly, regulating

Nigeria's digital lending space.
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App — Mobile Application
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DPO - Data Protection Officer
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Executive Summary

Lending Technologies (LendTechs), which are digital platforms that offer loan
services and more, have witnessed increased use in recent years. This has been
determined to be due to varying factors that may include stringent conditions to
access credit from orthodox financial institutions (banks), less formal documentation
and seemingly flexible credit terms. Despite the immense benefit, the rise in the
use of these LendTechs poses various data protection, human rights, debt recovery
harassment, consumer protection, privacy and security, and unfair contractual
challenges. Another challenge identified is the lack of regulatory oversight on their
operations, especially those operating with respective state governments’ licenses.
In today’s climate, it has become increasingly necessary to ensure that sufficient
steps are taken to protect consumers. LendTechs are expected to act responsibly
and within what is permissible and not resort to predatory practices rife in the

digital lending space.

This report explored the world of LendTechs and examined the trends in LendTech
applications and websites, legal and regulatory frameworks, operating models
as well as the issues around data protection, use of emerging technologies, debt
recovery, privacy, use of dark patterns, consumer protection and security practices
adopted by LendTechs. It does so by examining 22 (Twenty-Two) LendTech
mobile applications (Android OS) and websites (where it exists) for privacy and
data protection compliance, reviewing their respective privacy notices and terms

of use, analysing 10 (Ten) of the mobile applications for security compliance and

obtaining information from LendTech users through interview.

Our findings show that some of the LendTechs violate the data protection and
privacy rights of users. There is the pervasive use of unfair contractual terms in
their terms of use. There are varying uses of emerging technologies like machine
learning and artificial intelligence with minimal evidence of transparency with the
Users, a data protection impact assessment or algorithm auditing. Besides, the
use of dark patterns were observed with the purpose of manipulating Users into

making decisions favourable to the LendTechs.

In today’s climate, it
has become increasingly

necessary to ensure that
sufficient steps are taken
to protect consumers
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Summary of findings:

The report shows the concerns around the use of LendTechs, which include:

23% of the Apps used the dark pattern to manipulate Users;

60% of the apps reviewed have weak or poorly implemented encryption algorithms,
which can endanger the mobile application’s data storage and transmission;

64% of the apps reviewed did not prompt Users to read their Terms of Use before
signing up;

We found Seven (7) of the LendTechs using machine learning or artificial intelligence
for their proprietary credit scoring and credit risk assessment algorithm, which
decides on a User’s suitability for a loan or otherwise. However, only one (1) provided
information in its privacy notice about its existence contrary to the requirement of
the law;

2 of the LendTech we made a data subject access request to did not acknowledge
or respond to the request;

65% of Apps had advertising trackers embedded in them without notifying Users
of their existence. All the Apps with Ads trackers examined lacked a mechanism to
opt-in and opt-out of third-party tracking. None of them provided a straightforward
way to opt-out of the services;

68% of the mobile applications did not have their privacy notice conspicuously
visible to the Users. 18% of the Apps did not have a privacy notice, while 40% had
incomplete or insufficient information in their privacy notice;

We found instances where debt recovery relied on the threat of social disgrace and
false allegation of crime against Users;

We found a lot of cases in which contacts on the phone of Users received messages
from LendTechs about the indebtedness of third-parties without the appropriate
lawful basis and contrary to the requirement of the law;

We found the use of unfair, unreasonable and unjust contract terms in terms of use;
We found instances where LendTechs used auto-generated terms of use and privacy
notice that did not reflect their processing activities and nature of services; and

We found cases of LendTechs sending unsolicited marketing emails to non-users

without their consent.

10
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At the end of the report, we made the following recommendations:
e The need for improved regulation and close monitoring of the LendTech industry;
e The use of privacy-preserving models for LendTech applications and websites;
e Improved transparency in terms of use and privacy notice to genuinely reflect what they do;
e The separation of terms of use from privacy notices;
e Improvements in security from the conceptualization stage;
e App store owners should enforce their App hosting rules and kick out Apps that fail to meet the minimum
standard;
e Regulation of the use of dark pattern; and

e Raising awareness of Users.

1 The need for improved regulation 5
and close monitoring of the
LendTech industry

Improvement in security from
conceptualization stage

The Use of Privacy-Preserving 6 App store owners should enforce
models for LendTechs App hosting rules

Improved transparency in terms of Regulation of the use of dark
use and privacy notice patterns

4 Separation of terms of use from Raise awareness of Users
privacy notices

In conclusion, some of the LendTechs’ irresponsible practices need to change to make LendTechs a responsible
platform for credit access in Nigeria. Therefore, quick and lasting changes must be made to LendTechs; a responsive

regulation will minimise Users’ risk without stifling innovation and the potential benefit inherent in their services.

“User” and “Consumer” are used interchangeably to mean the borrower.

11



Digital Lending: Inside the Pervasive Practice of LendTechs in Nigeria

Methodology

This report considered both primary and secondary resources. It examined
LendTechs mobile applications (Android available on Google Play store) and
websites offering credit facilities to Nigerian users. The selected LendTechs
were analysed for adherence to data protection, cybersecurity, and consumer
protection framework. The mobile applications and websites were investigated
in a static state. ! The analysis reviewed the selected mobile applications and
websites by observing permissions, trackers, third-party requests, use of dark
patterns, privacy notices, terms of use, and safeguard mechanisms adopted
to protect users. The research also considered the legal framework for digital
lending in Nigeria to verify these LendTechs’ compliance with Nigerian laws and

international best practices.

This report examined 22 (Twenty-Two) LendTech mobile applications and
websites (where it exists) for privacy and data protection compliance, including
reviewing their respective privacy notices and terms of use, and the use of dark
patterns. We analysed 10 (Ten) of the mobile applications for security compliance.
Only the website and mobile application version (Android OS where available)

were appraised. Some users were also interviewed as part of this research. The

research relied on open source tools and frameworks for the findings.

oo
''oo |

22

Mobile Applications
& Websites

oo
'oo |

Mobile Applications
for security compliance

12
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Introduction

Access to credit facilities is a challenge in many developing
countries, including Nigeria, with stringentformal documentation
requirements, the near absence of quick micro-credit, 2 high-
interest rates, the strict need for collateral alongside strict credit
terms; all posing barriers to obtaining credit from traditional
lenders (banks). 3 The resultant vacuum means borrowers often
have to resort to informal lenders or schemes, which are poorly

regulated and often have geographical limitations.

The limitations of both traditional and informal lending schemes
and the existence of a flawed and redundant credit rating system
in frontier markets created a gap. They birthed a veritable
marketplace for digital lenders, who can provide quick loans

with flexible tenor, 4 zero collateral, little or no documentation,

and without geographical barriers across the country. The
popularity of these digital lending platforms offering quick loans
through mobile or web applications or third-party agents has
seen a geometric rise in Nigeria due to citizens’ need to meet
their financial obligations. The increase eases access to credit

with less formality than traditional lending institutions. °

While the above benefits appear exciting, the world of digital

lending is not all rosy. There are verifiable reports of vaguely-

worded terms of use, arbitrary interest rates, pervasive and Geometric rise in

gross privacy violations, weak security and unethical debt “ Lendtech in Nigeria due

. . . to citizens’ need to meet
recovery practices employed by some digital lenders. This

their financial obligations.
continuing predatory and pervasive practice has kept some
consumers in perpetual debt through cut-throat interest rates

and vague terms, whilst the threat of social disgrace is held over

defaulters. ©

13
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The Rise of Digital Lending Platforms in Nigeria

The growth in the Nigerian Fintech space is witnessing increased investment, of which LendTech is a subset.” They
typically operate using any of the models described below. The growth is fuelled by increased investor funding
and the available market of users requiring quick financial aid. A quick search on Google Play Store provides a long
list of the service providers who offer quick credit facilities with lesser formalities and zero documentation than

traditional banks targeting consumers in Nigeria.

Despite an addressable credit problem and the immense benefit created by LendTechs, some providers have
deployed a predatory and arbitrary model. Some of the platforms have low transparency with their terms of use and
privacy practice, fail to implement sufficient security mechanisms, misrepresent the quality of service, manipulate
users through dark design, and violate consumer rights with their invasive customer acquisition practice by sending
unsolicited emails and SMS. Besides, State government agencies do not exercise sufficient regulatory oversight
on the operations of licensed LendTechs. Their licensing rules ignore these challenges, which leaves consumers

without protection and to the whims of operators.

In an extreme scenario, LendTech apps operations were reported to be responsible for “debt traps and suicide” in
Kenya 8 and India °°, which prompted the Central Bank of Kenya (CBK) to issue a draft Regulation. ! In Kenya, it
was reported that “digital borrowing has become a social menace responsible for suicides, divorce, family breakups

and increased listing of loan defaulters by the Credit Reference Bureau (CRB)”. 2 In India, there are reports of some

of the LendTechs operating on the App market without licensing. 3




Digital Lending: Inside the Pervasive Practice of LendTechs in Nigeria

Legal and Regulatory Regime of Lending Technologies

(“LendTechs”) in Nigeria

LendTech is the use of technology to provide various
credit products to customers. Providers usually adopt
technology tools to analyse customers’ financial
behaviour and generate credit ratings to determine
whether a particular customer is eligible for a loan.
LendTechs provide speedy loans within minutes and
a quick credit scoring by accessing smartphone data
such as call logs, bank SMS alerts, bill payment receipt,
personal SMS, payment information, transactions
data, e-commerce, search history, social network
data, voice, airtime, e-money usage and other data
that is often processed by computerised algorithms to

determine credit eligibility.

They emerged to reach the under-served population
to whom commercial bank loans are out of reach, in

providing short-term loans.

In Nigeria, technology is not precisely regulated,;
however, the uses to which technologies are put
have traditional regulations and governing laws.
For instance, a company looking to carry on lending
business must acquire the requisite license for its

operation.

There are different licensing models for lending
companies in Nigeria. As such, what businesses
typically do is to research which model suits their
business operations, bearing in mind their jurisdiction

of operation and their capital.

LendTech Operating Models cﬁ

There are four (4) primary models used by Fintech companies to provide lending products or services in Nigeria.

1. Money Lenders’ Model
2. Cooperative Model
3. Banking Model

4. Finance Company Model

While various States in Nigeria regulate the first two models, the last two models are held at the Federal level. Each

of these models is further discussed below.

15
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Money Lenders’ Model

Money lenders’ license is the most widely used license by LendTech companies in Nigeria. This is mainly because the
models focused on lending and thus, very easy to operate. There are little to no compliance requirements. Though
there is a cap on the interest rate, the cap is nothing that the LendTech company cannot cope with. For instance,
the Money Lenders Law of Lagos State caps simple interest rates at 15% for secured loans above N 1,000 (One
Thousand Naira) and 12.5% for secured loans of N 1,000 (One Thousand Naira) and below. However, for unsecured

loans (which most LendTechs offer), the interest rates could be as high as 48%.

N
Relevant State Ministries, e.g. The Lagos State Ministry of Home Affairs and
Regulator .
Tourism.
Primary Legal
Regulatory Money Lenders Laws of various States
Framework
Licence Lenders Licence
Jurisdicti A money lender may only operate within its State of license; however,
urisdiction they provide their services to persons outside jurisdiction using technology
(web and mobile applications).
J

Cooperative Model

Some Fintech companies adopt the cooperative model because it is easier to operate and offers both savings
and lending products - just like banks. However, it should be noted that while a cooperative is allowed to accept
deposits from both its registered members and non-members, they are not allowed to lend to non-members. They
are also entitled to invest depositor’s funds in approved investment schemes and government bonds. This model is
unattractive to LendTech companies because it is quite technically challenging to operate due to its accounting and

financial models, share capital restrictions, and the cap on interest rates..

16
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Regulator

Primary Legal
Regulatory
Framework

Licence

Jurisdiction

Banking Model

N
The Ministry of Cooperatives of various states. E.g. The Lagos State Ministry
of Commerce, Industry, and Cooperatives
Cooperative Laws of various States
Approval to operate a Cooperative Society granted by the Commissioner
A cooperative may only operate within its State of a license; however,
with the help of technology, they provide their services to members outside
their operation jurisdiction.
J

The Banking model is attractive for businesses looking to offer other FinTech products, including lending. Like a

bank, a company can provide lending, savings, and mobile wallet products all rolled into one. Banking models may

be classified into two separate categories: the commercial and microfinance banking models. Payment service banks

are not allowed to provide lending services. The Central Bank of Nigeria is the regulator for all banking businesses

in Nigeria.

Regulator

Primary Legal
Regulatory
Framework

Licence

Jurisdiction
or Coverage

The Central Bank of Nigeria (CBN)

Prudential Guidelines for Microfinance Banks in Nigeria, the Central Bank of
Nigeria Guides to Bank Charges, Relevant CBN Circulars on Bank Lending, and
Secured Transactions in Moveable Asset Act.

Commercial Bank Licence and Microfinance Bank Licence

This would depend on the nature and scope of the licence. A microfinance
bank (MFB) has jurisdictional restrictions and is prohibited from operating or
opening branches outside the licence area in some instances. The various
categories of Microfinance banking licence are further broken down below:

17
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Categories of Microfinance Banks in Nigeria

There are four (4) categories of MFBs in Nigeria:

a. Tier 1 Unit Microfinance Bank
Tier 1 Unit Microfinance Banks with urban authorisation are allowed to operate in the banked and high-density areas.
They may not have more than four (4) branches outside the head office within five (5) contiguous Local Governments

Areas, subject to the CBN'’s approval.

b. Tier 2 Unit Microfinance Bank
Tier 2 Unit Microfinance Banks with rural authorisation shall operate only in the rural, unbanked or underbanked
areas, and are allowed to open one branch outside the head office within the same Local Government Area subject

to the approval of the CBN.

c. State Microfinance Bank

State Microfinance Banks are authorised to operate in a State or the Federal Capital Territory (FCT). They are allowed
to open branches within the same State or the FCT,subject to the CBN'’s prior written approval for each new branch
or cash centre. However, they are not permitted to open more than two branches in the same Local Government Area
(LGA) unless they have established at least one branch or cash centre in every LGA of the State. Note that a newly

licensed State MFB is not allowed to commence operations with more than ten (10) branches.

d. National Microfinance Bank
National Microfinance Banks are authorised to operate in more than one State, including the FCT. Note: Newly

licensed National MFB cannot commence operations with more than ten (10) branches.

-
11l Microfinance Bank

18
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Finance Company Model

As a Finance company, a LendTech company can operate and offer an extensive range of credit products outside
lending. Such a company may provide other services such as asset financing, issuance of payment cards and tokens.
However, LendTech companies often avoid this model due to the regulatory bottlenecks or what they refer to as

“complex” compliance requirements. Besides, the model does not allow them to provide any other services other

than credit services.

N
Regulator The Central Bank of Nigeria
Primary Legal
Regulatory Revised Guidelines for Finance Companies in Nigeria
Framework
Licence Finance Company Licence
Jurisdiction A Finance Company may operate throughout Nigeria.
J

Other Extant Regulations

Some other applicable regulations include:

1. The Nigeria Data Protection Regulation (NDPR) 2019: Although subsidiary legislation, the NDPR is the significant
law specifically aimed at addressing data protection in Nigeria. The regulation was issued by the National Information
Technology Development Agency (NITDA) in 2019 to regulate personal data processing in Nigeria comprehensively.
The law creates rights for data subjects and imposes obligations to ensure security and other safeguards binding on
LendTech companies.

2. Federal Competition and Consumer Protection Act 2018: The Act seeks to protect consumer rights in Nigeria.
The continuous development and growth of LendTech have made consumer rights very crucial. Without these rights,
consumers would be left open to excessive and unfair trade practices, price gouging, market competition, distortion,

as well as infringement of their rights.

19
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Section 130 to 133 of the Act protects consumers. These provisions emphasise timely and quality performance
and service, delivery of goods free of defects, merchantable products and delivery of products that comply with
prescribed standards and practices. The Act provides consumers with rights, including the right to fair dealing
15 and the prohibition of unfair, unreasonable or unjust contract terms. ¢ Section 125 prohibits false, misleading
and deceptive marketing to consumers. The implication of this is that LendTech platforms cannot make false
representations as to the quality of their products or services. Also, the Act mandates service providers to provide
information to consumers in plain and understandable language. Y.

3. Cybercrimes (Prevention & Prohibition etc.) Act 2015: The Act criminalises acts committed using online mediums.
It imposes an obligation on LendTech companies to take appropriate measures to safeguard users’ data. It also
promotes cybersecurity and the protection of computer systems and networks, electronic communications (including
social media communications), data and computer programs, intellectual property and privacy rights. The Act created
several offences that could impact digital lending delivery such as computer-related forgery and fraud, identity theft
and impersonation, unlawful access to a computer, breach of confidence by service providers, and phishing among
other things. Other laws that regulate LendTechs include the CBN’s Consumer Protection Regulation, and the

Microfinance Policy Regulation and Supervisory Guideline by the CBN.

LendTechs and Debt Recovery: The Greek Gift

Non-performing loans are a challenge, even for traditional lending institutions. The same challenge confronts
LendTechs, with consumers falling into default which racks up the interest rate. LendTechs often have a higher
interest rate between 3.5 to 50% annually, which is higher than some traditional banks’ loans, contributing to the

spike in personal debt. These Apps request from permissions upon installation.

The permission could include the ability to read contacts on a user’s mobile phone. Upon default on loan, one of
the methods employed towards loan recovery includes calls and SMSs to the contacts on the User’s phone. The
calls and messages are often framed for the contact to prompt the User to repay the loan. However, we found
instances where the messages are communicated in a scandalous and defamatory manner, which misrepresents
the relationship’s nature or where social media is used to harass users. The constant threat of social embarrassment
employed could at best be described as distasteful. The approach bears some semblance with the ingredients of
cyber harassment ® and an infringement of the human person’s fundamental rights to dignity. '° In one instance,
a third party whose phone number was on the contact list of a user received a text message from one of the

LendTechs that reads as follows:

20
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“THIS IS TO INFORM YOU THAT ****¥x*¥* WITH PHONE NO. ******* |S A CRIMINAL ON THE RUN WITH
COMPANY MONEY. WE WILL ENSURE WE MAKE EVERY FINANCIAL INSTITUTION AND ALL ORGANISATION
KNOW **** IS A FRAUDSTER. WE WILL GO AS FAR AS TARNISHING **** IMAGE ON ALL SOCIAL MEDIA
PLATFORMS. (SHE HAS JUST 2 HOURS TO PAYBACK) THANKS. ******” [ redacted for privacy reasons ]

In another instance, another third party received a message that reads:
“This is to inform the general public that *********¥** ig 3 chronic debtor on the run with company money.

Consequently, It is advised to stay away from **** until **** is arrested.” [redacted for privacy reasons]

In another instance:
“ Please this is to notify the public and all those receiving this messages to disassociate themselves from doing
business with *¥***¥¥¥¥¥¥ AQ ¥¥*¥*¥%* is a fraudulent individual and on the run with the company’s money. You are

****** emergency contact and can be seen as an accomplice.” [redacted for privacy reasons ]

In another attempt:

“ Good day, please be informed that ******** took loan from ***¥***¥*x*x*xx*** and has refused to pay. We need you
to reach **** to pay up ***** Joan as the company is taking other unfriendly measures including reporting *****
debt to the Nigerian Police Force as this is a fraudulent act. Note: You are getting this message because *****
gave us your number as emergency contact. you (sic) can as well tell him to remove you if you do not know about

this loan.” [ redacted for privacy reasons ]

In another instance:

“Goodday (sic), please be informed that *********xxx¥¥*¥*¥* has an unresolved financial business with ****¥¥¥_ x¥xxx
gave your name as an emergency contact should ***** default in the repayment of the loan given to **** We
need you to reach **** and compel **** to pay up **** loan as the company is taking other unfriendly measures

including reporting his debt to the EFCC 20 and the Police. **** Legal team” [ redacted for privacy reasons ]

It is essential to point out that the Nigerian court has ruled that both the Police and the EFCC are not debt recovery
agents. 2! It is surprising how a default on loan is framed and misrepresented as a crime that has no bearing on
the existing relationship between the LendTech and the User. The misrepresentation of facts about a relationship’s

nature is meant to serve as a social disgrace tool on the User for defaulting.
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The recovery model violates the User and third parties’
data protection rights who are not privy to the loan
arrangement. Their contact merely exists on the User’s
device. Furthermore, LendTechs in the habit of sending
these kinds of messages may have difficulty establishing
the appropriate lawful basis for processing third parties’

data, not their customers. %2

According to the CBN’s Consumer Protection Regulation,
a financial institution is not expected to contact friends,
employers, relatives or neighbours of a loan defaulter
except they consent to be contacted. 23 These third parties
cannot be mandated to offset the financial obligation
unless they act as a guarantor to such a loan. ?* Similarly,
the CBN'’s Consumer Protection Guideline on Responsible
Business Conduct stipulates that “debt recovery processes
are courteous and fair, devoid of undue pressure,
intimidation, harassment, humiliation or threat.” 2> The art
of swinging the pendulum of social disgrace and harassing
a loan defaulter’s contacts and relatives is not a fair debt

collection practice.

There also seems to be a problem with data quality and
accuracy - where even after paying up the debt, a User’s
name may continue to exist on the list of debtors. In one

instance, a User of a LendTech interviewed told us:

to contact friends,

“l paid back my loan over three weeks, but it was not
confirmed. | received calls from about five different
people asking me about the same loan. Sadly, they
still sent messages to my contacts telling them I still

owe them money. “

We also found an instance where it was difficult to
repay a loan to one of the providers before the default
date, which could be a strategy for the interest to

accumulate. According to a User:

“My loan was due, and the App was not accepting
my repayment. After about two days, an official from
the company sent me a message via SMS containing
account details which | was instructed to pay into,
which | did. However, by then, the interest has
heaped by two-day default. Unfortunately, the App
did not acknowledge my payment, and the interest

rate keeps increasing daily.”

To make matters worse, some providers go as far as
reporting customers to the credit bureaus when they
have since repaid their loans, putting them at the risk

of being blacklisted and denied credit in the future.

It is essential to point out that not all LendTechs use

the described model to recover a debt.

According to the CBN’s Consumer Protection
Regulation, a financial institution is not expected

employers, relatives or

neighbours of a loan defaulter except they
consent to be contacted
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Terms of Use: Keep Borrowing or Die Borrowing

Some LendTechs are reputed for concealing their service conditions within insidious and opaque Terms of Use, which
are either not placed in conspicuous places for Consumers to read, or made too wordy and rendered incomprehensible
to the User contrary to the requirement of the law. 26 Our findings revealed that fourteen of the apps reviewed did

not prompt Users to read their Terms of Use before signing up.

According to one of the Terms we reviewed, it stated that “to comply with local Know Your Customer (KYC) policy,
we may dial someone in your contact list, SMS, call list or other personal information you provide with us.” A
quick review of the Central Bank of Nigeria Revised CBN Anti-Money Laundering/Counter-Terrorism Financing
(AML/CFT) Manual, 2009 ?7, revealed no such requirement to pilfer the personal information of users to replace
standard KYC procedure was in existence, thus making such acts misleading and false. We have drawn up a list of

peculiarly worded clauses from various Terms of Use reviewed, and we provided our alternative meaning:

1. “You hereby agree and authorise **** to verify information including, but not limited to, data relating to your
phone (including, without limitation, your phone’s history, log and location) from your Equipment, from any
SMS sent to you or by you, from any 3rd party applications, and such other information as **** shall require for
purposes of providing you the Services;” (We want to scroll through your phone call log, read your texts and your
location history just to get to know you better before giving you this loan of N50,000).

2. “In the event that an Event of Default occurs, the Borrower grants to **** the right to notify the Borrower and
any other person who, in **** opinion, may assist with the recovery of the outstanding Loan amount and you
further agree that this notification may be done by any means of communication which **** deems appropriate;”
(If you default, we could decide to call your spiritual leader, boss or maybe even your potential spouse; anyone we
find interesting).

3. “For the purpose of debt collection and without prejudice to this agreement, where the loan is past due
(overdue), and concerted efforts have been made to contact the borrower to recover the loan without success,
the borrower expressly authorise the Lender and its agents to make reasonable contact with the borrowers
Family, Friends, guarantors and workplace for the purpose of recovering the loan;” (Basically, we gave the loan to
you and your entire family, so they have to get involved since you all now bear the same names).

4. “The Borrower authorises **** to disclose any information or documentation relating to the loan to the general
public including but not limited to the borrower’s employer (where the Borrower is in salaried employment),
friends, family members and relatives, professional associations and any other body associated with the borrower

in the event that the loan has ceased to be serviced by the Borrower.”
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(Loan for you is a loan for all since we discovered that
you are one and many, so we have to let everyone know
that while you did not commit any offence known to
the laws of the Land, we reserve the exclusive right to

embarrass and disparage you nonetheless).

These Terms are examples of recurrent clauses found in
the Apps we reviewed, and they connote a worrisome
trend among LendTechs wherein arbitrary clauses, and
terms are hidden in between the fine print of long and
wordy Terms of Use. Besides, the law prohibits unfair,
unreasonable or unjust contractual terms. 2 A term or
condition is considered unfair if it is excessively one-
sided, and if the terms of the transaction are adverse

to the interests of the consumer. °

The law mandates that Terms of Use be simple and
easy to understand for the Users as they guide Users
to the App’s workings and conditions of the service. 3°
This is perhaps the main reason why such Terms are
kept separate from the Privacy Notice. The practice of
bundling Privacy Notice and Terms of Use together
fails to implement the data protection principle of
transparency at all levels. Our findings have observed
that Lendtechs have a penchant for misleading the
Users by hiding relevant privacy-invasive clauses in a
segment of unrelated items. This practice is contrary
to the principle of transparency and irresponsible as
it erodes the trust Users have in Lendtechs over time

and attracts concerned regulators.

The continued misrepresentation of Terms by LendTechs
while it may attract quick returns indicates a lack of
adequate regulatory oversight and User awareness on
these unethical practices. Users have a right to fair dealing

under the law. 3!

Besides, there is a report that one of the Apps used a
lesser repayment date than it is required 32 according to
Google rules. According to the Rules, “personal loans
which require repayment in full in 60 days or less from the
date the loanisissued. “ 23 However, the LendTech profiled
in the report required between 7-30 days, a contravention

of the App hosting rules.

Furthermore, it is essential to note that LendTechs Apps,
although similar in the model, are different in functionality.
Thus, we observed a copy and pasted model of Terms of
Use by various Lendtechs which is wrong and impractical.
Each App should have its different Terms of Use as they

were likely created separately with distinctive features.

The continued use of templated Terms of Use not fit for
their specific context is a clear misrepresentation of service
and the conditions of using such an App by Users. The
law prohibits the making of false, misleading or deceptive

representations. 34
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In the event that an Event of Default occurs, the
Borrower grants to the right to notify the
Borrower and any other person who, in

opinion, may assist with the recovery of the
outstanding Loan amount and you further agree
that this notification may be done by any means
of communication which deems appropriate

=N

he law mandates tha
erms of Use be simple and
ea o understand for the
sers as they guide Use
o0 the App’s workings and
conditions of the service

—

“****¥¥ is not an organization registered with the Reserve
Bank of Nigeria and does not hold any license to engage in
any activities relating to lending or borrowing. ******¥ 5 not
a Financial institution under the Companies Act 2013 or the
Banking Regulations Act, 1949 or any other laws for the
time being in force in Nigeria”

“You further understand that ****** js not a Financial Institution
under Companies Act 2013 or the Banking Regulations Act,
1949 or any other laws for the time being in force in India.

**¥*¥** is also not a deposit taking company or a chit fund or
a company offering any investment schemes as per the rules
and regulations for the time being in force in India”
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LendTechs and Data Protection

Data protection is concerned with safeguarding personal data from abuse, misuse, unauthorised access, and security
of the data subject’s rights. Because the credit bureaus cannot provide on-the-spot credit score of borrowers, some
LendTechs use personal data obtained from the borrower’s smartphones and social media platforms to determine
the borrower’s creditworthiness. Also, some lenders access the borrower’s contact list and social media friends list
(this is possible where the borrower signed up using a social media platform) to contact them when the borrower
defaults. The privacy notices of some the LendTech do not state the purpose of collecting the large volume of data

they demand. The obligation to ensure data protection is both a statutory requirement and App hosting policy. 3°

Our findings revealed that some of the LendTechs violate the data protection rights of the data subjects, fail to
implement the principles of data protection, are low on transparency, sends unsolicited and marketing correspondence
to non-users as a customer acquisition strategy, 3® use excessive permissions and trackers without obtaining the
consent of users or notifying them about its existence, adopt poor security design, grant third-party access and data

requests, and share data with third parties (including advertisers).

Excessive personal data collection is contrary to the principle of data minimisation, which requires that personal
data should not be processed for more than what is necessary. Listening to a user’s phone call, reading their SMS,
harassing their contacts who are not privy to the loan is a gross violation of extant data protection laws. Similarly,
installing trackers capable of profiling users and sharing personal data with third parties without obtaining user
consent is a violation of the law. Unfortunately, the third parties with whom the data are shared have a long list of
other third parties they share the data with. 3 There is a report about one of the Apps that scans a User’s contact
“to see if they include a known debtor”. 38-3° Unfortunately, none of the Apps reviewed drew the attention of Users

to the existence of trackers embedded in the App, let alone allow them to consent to it.

Users are mostly unaware of the divergent data-sharing practices that exist between companies. There is no method
to opt-in (or opt-out) of third party tracking or notifying users of its existence within the Apps’ architecture. This
means any personal data such as unique identifiers (e.g. your phone’s Advertising ID) could be sent to third parties
without the appropriate lawful basis, which is a breach of the Nigeria Data Protection Regulation (NDPR) and other

extant laws.
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To put this in context, one of the privacy notices we reviewed stated that:
“ you have the right to stop our access to your personal data. Should you wish to stop sharing information, you

can uninstall the **** App.”

In another instance, it reads:
“you can withdraw your consent to our collection, processing or use of this information at any time by logging

out and uninstalling the App from your Device.”

Uninstalling an app is not the same as deletion or erasure of such data. In other words, uninstalling an application
does not give users the control and rights guaranteed under the law. Such data continues to be retained by

LendTech.

“By Downloading and Using any of our services, you consent to our automatic collection of data relating to your

location via GPS Technology or other location services.”

This is contrary to the requirement that consent should be specific. There is no explicit disclosure about the retention

of data.

Another issue of concern is around the international transfer of data. Though there are no rules around data
residency, data shared through third-party requests on websites and third-party trackers on the mobile App are
moving to countries outside Nigeria. There is no evidence of complying with the rules, as the privacy notices
primarily did not address the international transfer of data. The failure to address international data transfer could
leave Users unprotected and without relief if such data is transferred to countries without a data protection law or
an adequate law. *° It is questionable as there are reports that data are moved to countries that are not considered

sufficient human rights protection. 4142

A member of the research team that received unsolicited texts from two providers made a data subject access
request and never received a response in two instances, outside the statutory one-month duration #* - which may
establish they do not have measures to enforce and comply with data subject rights requests.

None of them provided a straightforward way to opt-out of the services. The Apps that had trackers in them

lacked a mechanism to opt-in and opt-out of third-party tracking.
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Review of Privacy Notices

The User’s (data subject’s) right to be informed
and the transparency obligation on data controllers
(LendTechs) is a crucial data protection element. A
privacy notice is a public-facing document from an
organisation that explains how it processes personal
data and applies data protection principles. The NDPR
requires entities to make their privacy notice available
comprehensively and readily accessible to the data
subjects. 4° Statutorily, a privacy notice is expected to
be placed in a conspicuous place for the User to read.
According to Google Developer Policy, the privacy
notice is expected to “disclose the types of personal and
sensitive data your app accesses, collects, uses, and
shares and the types of parties with which any personal

or sensitive user data is shared”. 46

Our findings revealed varying levels of compliance with
this obligation. Whilst only four of the Apps had no
privacy notice, the rest had a privacy notice that either
failed to comply with the regulatory requirements; 4’ or
lacked sufficient details or could not address the mobile
application’s processing. Some privacy notices were

incomplete or vague.

In many cases, the privacy notices were drafted like a
contract or bundled into the terms of use. The notices
also failed to give sufficient information on the use of

cookies, *® tracking technologies, third-party requests,

inability to notify the data subject about their rights or
had no contact information provided that Users can
reach outin the event of a complaint. Some of the notices
were evasive about the type of information collected on
the mobile application. Besides, there is no sufficient
information on the use of trackers and adverts or the
option to opt-out of adverts (for those that embedded

adverts into their mobile application).

e In one instance, the email address provided as
contact information was incomplete. In some
of the notices, we found the use of severability,
arbitration and limitation of liability clauses or
citing of non-Nigerian law.

e 68 % of the mobile applications did not have their
notice conspicuously visible to the Users.

e In one instance, the App belongs to one of the
commercial banks with no prompt for permission,
no link to their privacy notice inside the App or on

the Playstore.

O of the mobile applications

68 /0 did not have their notice
conspicuously visible to
the Users.
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Summary of the privacy notices concerns is summed up below:
None had their privacy notice specifying the lawful basis for processing personal data;
e 50 % had their privacy notices drafted like a contract;
e 18 % did not have a privacy notice;
e 40 % had incomplete privacy notice;
e Two had privacy notices not designed for Nigerian users, citing the United States and Kenyan laws;
e Two did not have complete contact information;
e 40 % did not mention the rights available to the data subjects;
e One of the notices led to the terms of use; and

e None had a transparent cookie notice nor addressed the permissions or trackers on the mobile App.

Review of Websites
Some of the apps have functioning websites, majorly for general information purposes only. The website also hosts
their privacy notices.
Summary of the concerns with the website are stated below:
e 36 % of the websites had no Secure Socket Layer (SSL).
e 68 % of the websites had no Content Security Policy (CSP) enforced.
e 68 % of the website had no Referrer Policy.

e 22 % of the website had their cookies transmitted via an unsecured channel.
Use of tracking technologies: Keeping up with my Debtor

Tracking exists on both website and mobile application. Tracking is profiling which is “any fully or partly automated
processing of personal data to evaluate personal aspects of a natural person. Tracking could be first-party (if the
app owner owns it) or the third party. ° Tracking provides the App owner with the capability to uniquely identify or
track users’ behaviour across multiple digital services. *° Besides, when these data are combined with other apps,
online browsing history and behaviour can generate individuals’ very detailed profiles. 5! “The extent of tracking
makes it impossible for us to make informed choices about how our personal data is collected, shared and used.” 52
Furthermore, “the widespread tracking also has the potential to seriously degrade consumer trust in digital services.”
53 Limiting third parties’ tracking capability on mobile application is near absent compared to web browsers, which

allows the use of third-party plugins °* and default browser settings. *°
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According to Google Protection Levels, apps flagged
as dangerous require the consent of the User. %¢
Trackers meant for advertisement assist the App
owner in generating revenue by monetisation of the
behaviorally targeted advertising. Monetising Users
behaviour could have an impact on Users without
their knowledge. It is even more dangerous because
none of the LendTechs using these Ads trackers
made reference to it in their privacy notice or allowed
Users to consent to it or opt-out of it lawfully. Some of
these risks include targeting vulnerable populations,
minority groups, or those in financial difficulty,
resulting in differential pricing or depriving certain

groups of opportunities. %/

Our findings revealed extensive use of third parties’
trackers. 68 % of the mobile applications analysed
had third party trackers embedded in them, which
included behavioural profiling to advertisers and social
media platforms. In some instances, the advertisers

also share data with other third parties. %®

Our findings established that some of the Apps used
intrusive permission flagged as dangerous by Google
Protection Levels and did not get the User’s agreement
before installation. The permission ranged from the
permission to read and receive SMS, read phone
state, read and write calendar, calling phone, write
and read external storage, access media location, and

record audio.

According to Google Protection Levels, “Only dangerous
permissions require user agreement.” % The Google
PlayStore requires Apps to ask for permissions in context
when the User starts to interact with the feature that
needs it. This is similar to the statutory requirement that
consent should be specific. “Dangerous permissions
cover the areas where the app requests data or access
to resources that involve private user information, and
could potentially affect the personal data stored on the

User’s device.” 8061

According to Google Developer Policy, 2 the App
developer must provide an in-app disclosure. The
disclosure is expected to be displayed in the regular
usage of the App and not require the User to navigate
into a menu or settings before it can be accessed.
Disclosures should also describe the data collected and
how the data will be used and/or shared. The “in-app
disclosure must accompany and immediately precede
a request for user consent and, where available,
associated runtime permission”. 3 Consent (when it is
the appropriate lawful basis) should not be obtained
from the User through force or manipulation. Instead,
App developers should accommodate all users and
respect their decisions if they decline a request for

permission. %4

0 of the mobile applications
0 analysed had third party

trackers embedded in them
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Indeed, a good number of the LendTech have complied with these requirements in disobedience. The excessive

use of permissions and trackers is a violation of the data minimisation principle. Data collected should be limited to

what is necessary for the application to provide the service. Similarly, the failure to explain the purpose of the data

processing on mobile apps is a violation of the data protection principle of transparency, which requires controllers to

inform users about their processing activities. The obligation to provide a privacy notice is both a requirement of the

law and App hosting (Google Playstore).

Summary of Permissions considered dangerous by Google protection levels used on mobile applications:

64 % of the apps are capable of reading phone state;

32 % of the mobile applications can read the calendar on the phone, and 18 % of the apps can write on the
phone’s calendar and its data;

18 % of the mobile applications can answer and place calls, and fourteen apps can access or modify the
phone state;

81 % of the mobile applications can access external storage (e.g. SD card) in a write or read mode;

64 % of the mobile applications can read or write a phone’s contacts;

36 % of the mobile applications can read SMS, and 14 % is capable of receiving SMS;

9 % of the mobile applications record audio on the mobile phone;

64 % of the mobile applications have access to the geographical location of the media content of the mobile
phone;

50 % of mobile applications can use the camera for taking pictures or record videos; and

55 % of mobile applications have access to the geographical location of the mobile phone.
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LendTechs and Cybersecurity

Stewart Room once said, “if data protection principles are the celebrities of the data protection world, security
is always on the A-list, a true VIP”. This notion is based on the fact that, unless personal data is protected against
malicious or accidental unauthorised access (confidentiality) or modification (integrity) by securing it, then privacy

may be impacted.

The security principles of confidentiality and integrity are also principles under data protection, which mandates
organisations (LendTech inclusive) to implement technical and organisational measures. %®* Consequently, LendTechs
are expected to ensure they provide adequate security on both the mobile application and website to avoid a
security incident or a cyber attack which may inadvertently or maliciously lead to a data breach. We carried out a
security assessment of ten (10) LendTech mobile applications (apps). This assessment’s scope is limited to apps
with the Android Operating System (OS) using open-source standard testing guides. The area of this assessment

is limited and does not consider mobile applications in a dynamic environment.

The summary of the findings from the mobile application security assessment is stated below:

e 20% of the mobile application contains potentially sensitive hardcoded data. 40% of the apps also have code
that enables communication in clear-text. An attacker with access to the mobile application file can easily
extract either of these data from the application and use it in further attacks.

e 60% of mobile applications reviewed use the unencrypted HTTP protocol. These mobile applications use the
HTTP protocol to send or receive data. ® The HTTP protocol design does not provide any encryption of the
transmitted data. This increases the impact when such traffic is intercepted if an attacker is located in the same
network or has access to the victim’s data channel. ¢ The HTTPS protocol allows for the encryption of data in
transit.

e Within the context of protecting data at rest or in motion, encryption is one of the most acceptable means of
achieving such protection. A poorly implemented encryption algorithm may be as bad as having no encryption
- providing a false sense of security. 60% of the apps reviewed have weak or poorly implemented encryption
algorithms, which can endanger the mobile application’s data storage and transmission;

e Also, 20% of the mobile applications use Predictable Random Number Generator. Under certain conditions,
this weakness may jeopardise mobile application data encryption or other protection based on randomisation.
For example, suppose encryption tokens are generated inside of the application. In that case, an attacker can

provide an application with a predictable token to validate and then execute a sensitive activity within the
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application or its backend; and injection vulnerability in the mobile application. The correct approach is to use

prepared SQL statements beyond the User’s control. 8

e 10% of the mobile application uses external data in Raw SQL Queries. The inclusion of input into raw SQL
queries can potentially lead to a local SQL injection vulnerability in the mobile application. The correct approach

is to use prepared SQL statements beyond the User’s control.

The importance of security in such mobile apps cannot be overstated. This is because of the scale and magnitude of
its impact. In most cases, security issues scale beyond individual users to majorly all users of the applications which
may number in thousands or more. Therefore, it is essential that, just like privacy, security is built-in rather than

bolted-on the mobile applications from the initiation phase of requirements gathering, solution conceptualisation,

and design until the public release.
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LendTechs and Consumer Protection

Digital lending is easy and quick, and borrowers are susceptible to aggressive marketing, fraud, misrepresentation,
compelling marketing strategies like unsolicited loan offers, and misrepresentation of terms, which encourage
borrowers to take loans without adequately considering the need to repay it. While some misrepresent, some others
may fail to display interest rate and pricing. Google Play Developer Policy requires apps offering personal loans
to disclose critical information such as the minimum and maximum periods of repayment, the maximum annual
percentage rate, a representative example of the total loan cost including all applicable fees, and a privacy notice that
comprehensively discloses the access, collection, use and sharing of personal and sensitive user data. % Besides,
lenders licensed under Money Lenders Laws of various states are not so regulated. They enjoy some freedom, giving
them a competitive advantage over other lenders who are much more strictly regulated. This practice, in a way,

eliminates fair competition among the money lenders.

The use of skewed terms of use creates an asymmetrical relationship and imbalance in rights and obligations against

the User’s interest is considered an unfair practice and prohibited under the law. 7°

There is also a concern that some credit scoring algorithms that use data like educational or literacy levels or past
debtors’ existence on phone contact may unintentionally lead to discriminatory lending practices. Lenders partner

with the credit bureau and send the name of loan defaulters to the latter for record of creditworthiness.

As previously highlighted, one of the biggest complaints from Users is that some of the loan lending platforms
charge arbitrary interest rates on loans, with repayment spread over a long tenure. Another unfortunate aspectis the
ambiguity and opaqueness of terms of use and how the interest rates are calculated, trapping consumers in a cycle of
indebtedness. Some of the lending platforms have devised vague computing interest rates for users, thereby

unjustifiably increasing the repayment tenure to ensure users pay more.”?

Interestingly, both the Federal Competition and Consumer Protection Act and the CBN’'s Consumer Protection

Regulation have explicit provisions and obligations to provide sufficient information to users about service quality

and prohibit unfair contractual terms. 72
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LendTechs and Dark Pattern: Manipulation by Design

Dark Patterns are tricks used on websites and apps that prompt consumers to do things that they did not mean to,
like signing up for something. 73 It is a misleading or otherwise deceptive user interface or user experience decision
that tries to exploit human psychology to get users to do things they do not want to do. 7# From nudging a consumer
to provide more information than they should, to positive reviews in favour of a product, to being used to deceptively
obtain consent or manipulating consumers to decide in favour of a service provider. Dark patterns manifest in

variegated ways.

Our research found the use of dark patterns in some of the mobile applications. We found social proof to influence
Users’ behaviour by describing other users’ experiences and behaviour. 7° Five of the apps reviewed had positive
reviews that are targeted to sway the decision of the Users. However, the comments appeared not to emanate
from the Apps users, but rather a positive review as-a-service. ’® The reviews used a non-Nigerian currency about

the loan it got on the App.””

We also found obstruction, making it easy to sign up for the mobile application’s service but difficult to stop using
it or opt-out. In two instances, the mobile application’s terms of use specified that Users could opt-out by
uninstalling the mobile application and omitting to identify what will happen to the Users’ existing personal data
retained. The Users interviewed provided insight into how it is easy to sign up on the apps, but how complicated it is

to delete them. Unfortunately, none of the Apps reviewed has a clear information on how to opt-out of the service.

"The deception enabled by dark pattern design not only erodes privacy but has the chilling effect of putting web
users under pervasive, covert surveillance, it also risks enabling damaging discrimination at scale. Because non-
transparent decisions made off of the back of inferences gleaned from data taken without people’s consent can
mean that — for example — only certain types of people are shown certain types of offers and prices, while others
are not.” 7 Beyond the privacy implication, digital nudging to manipulate consumers’ decisions favouring a business
is a classic case of human behavioural psychology’s commodification. While there is a valid case for a legitimate
marketing strategy for a company, crossing the line of ethics and legal regulation is an anomaly. Designers and

business may contemplate the manipulation matrix for ethical behavioural design consideration. 7°
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11/15/20

Nigeria loan app always comes through!

The app is super easy to navigater. Small
amounts but helps when tight. You don’t get
stuck paying high interest fees or hundred of
dollars back. | have referred nigeria loan app
to a few friends now. It would be nice if they
offered some type of incentive to refer people
to nigeroa loan app., but either way it's a good
service

11/21/20

| honestly thought this was just another app to
try to make you pay some outrageous amounts,
just to get your spending habit in order. | was
VERY wrong! Of course i'm only 20 and it's
terrible to say i was one of the millennials who
spent thousands on unnecessary items. loan app
helped me budget and when i neeede it spot me
up to $75! Now i barely use the cash advances
becasue i've learned how to spend wisely

11/23/20

In times like these, it's great to use this app to
help make ends meet. | have only use it a couple
of times, but it has truly helped me when times
are tight. | like that the money is automatically
pulled out my account on pay day and i don’t
accure daily or high interest fees on payback, i'm
so glad i found this service. it's much better than
payday lenders that charge outrageous rates

11/15/20

The nigeria loan app has really pulled thru for
me when i truly needed it. Overdrafts can get
really expensive very fast. Knowing that nigeria
loan app has my back by helping me with $75
to help prevent overdrafts is such a relief! | don’t
always need help preventing overdrafts but
when they do come about, having nigeria loan
app there to save my &#S is such a relief!

11/13/20

Within the last year or two things were pretty

tight financially, so i looked into apps like this to

help me out. | literally downloaded over 30 apps

and signed up for every single one. 1. Minimum

wage amounts (some as high as $10,000 a month).

2. Evidence of Direct Deposit (thise excludes bank

to bank transfers, and transfers from self-

employment businesses such as DoorDash)

3. Hour tracking (this means your workplace either

has to be a partner with the app OR you have to

use GPS tracking so the app can physically detect
when you go to and from work, one location only.

Not only did | not make enough to qualify for most

of the apps with high minimums, but my workplace
didn’t offer direct deposit, AND i worked for a business
with multiple locations so i would only be getting hours
for one location which was maybe a third of my total
hours. | ended up with only two apps that i could
actually use.
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Use of Artificial Intelligence (Al) by LendTechs

Itis a fact that Artificial Intelligence (Al) is increasingly being used in various sectors. Itis, therefore, not surprising that
banks and LendTechs are also adopting Al. Data is an integral part of money lending, and Al serves as an invaluable
tool in this regard. Generally, the more data available to the money lending firm, the easier it is to determine the
borrower’s creditworthiness. Studies reveal that Al and ML’s incorporation improves credit markets’ efficiency and
accuracy by assessing their borrowers’ creditworthiness. 8 With these technological innovations, credit risks can
be evaluated from the borrower’s financial data and by considering alternative data - from the borrower’s digital
footprints, including social media use, internet browsing, geolocation data, search history, purchase history, among
others. The Al and ML algorithm uses the assessed data to provide credible insight or credit scores that can be
utilised to predict the borrower’s likelihood of defaulting on the loan repayment. One of the LendTech websites states

it uses Al for creditworthiness assessment, which significantly reduces its loan default.

As the adoption of technological innovations in predicting credit scores becomes widespread, there is a rising concern
about the risks inherent in using Al and ML to assess high quantities of data continuously. First, there is the challenge
of Al or ML bias; the models integrate the bias reflected in the data used in their training. 8 The prediction power of
Al depends on the data it is inputted with; since humans produce the data, the dataset often carries all the human
bias. In the United States of America, for instance, increased ML bias has been used to discriminate against black
people and other minority ethnic groups such that their credit scores do not reveal their accurate creditworthiness,
resulting in a disproportionately high number of black people receiving rejections on money lending applications in
comparison with white borrowers. 8 Availability of accessible data might be a way of reducing the incidence of ML

or Al bias.

We found 32 % of the LendTechs using machine learning and/or artificial intelligence for their proprietary credit
scoring and credit risk assessment algorithm, which decides on a User’s suitability for a loan or otherwise.
However, only one (1) provided information in its privacy notice about its existence contrary to the requirement
of the law. 84 Unfortunately, the NDPR does not have the right not to be subject to a decision solely based on
automated processing which produces legal effects concerning the data subjects specifically recognised, which
would have conferred the data subjects the right to demand an explanation for the automated decision and challenge
it. Furthermore, Al-driven algorithms might generate outputs which have a discriminatory impact on some classes
of people. This means borrowers might be discriminated against, and denied credit based on the data assessed by

the algorithm.
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The privacy concern arises from digital lending firms having access to various data -sensitive data inclusive. The
massive collection of data used by Al simplifies privacy invasions & - with most data collected without the borrowers’
knowledge or any other appropriate lawful basis. Further to this is an ethical concern regarding the use to which the
data is put or the type of data used in determining creditworthiness. Moreso, data breach possibilities also heighten

security concerns, considering the amount of data involved.

Also, the black-box effect, which refers to the inability to give plausible explanations on Al’s decision-making process,

raises issues around the lack of transparency and non-verifiability of Al algorithms’ results. To this extent, appropriate

safeguards must be implemented using Machine Learning and Artificial Intelligence in the digital lending sector.
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Recommendations: Navigating the Murky Water

Privacy and Data Protection

They should consider less intrusive and privacy-preserving models for their application and websites, which will
process fewer data or strictly necessary data to provide services in compliance with the data minimisation principle.
Their privacy notices should genuinely reflect their processing activities and should also be made available in
an understandable format, language, and conspicuously to see it. The privacy notice should address the mobile

application’s specific processing on the web, including permissions, trackers and third-party requests.

They should ensure they have the appropriate lawful basis before commencing processing activities. For example,
where consent is required for permissions, they should validly obtain it. They should avoid bundling privacy notices
with terms of use, they are two distincts documents with different purposes. Both the terms of use and privacy notice
should be written in an easy to comprehend manner. Also, attention should be paid to the international transfer of
data, and they should ensure they have the appropriate basis to transfer data outside Nigeria. They should ensure
that the third country has an adequacy decision from NITDA or that such transfer should be made under any of the
derogations. 8 They should conduct a scoping and mapping their processing activities to understand their data life
cycle management better. They should document their processing activities in a record of processing activities, which

would assist with accountability and demonstrate compliance with the law.

LendTechs should improve on accountability by implementing data protection by design and default into the design
methodology for technology and other relevant processes. For LendTechs using Artificial Intelligence (Al) or Machine
Learning (ML) to profile and determine credit worthiness, a Data Protection Impact Assessment (DPIA) should be
conducted before deploying the solution because of the high-risk nature of the processing activities. A DPIA is a
necessary statutory requirement where automated processing with legal and significant effect 8 and processing
involves sensitive personal data. 8 The DPIA should either be made available publicly or on request. The algorithm

dataset and quality should be audited to prevent bias or discrimination by shutting out people who deserve credit.

Algorithms should be reviewed from time to time to see whether they introduce unwanted discrimination.

They should consider appointing a data protection officer (DPO) to ensure compliance with the data protection law.
89 The DPO can assist them with developing and implementing a privacy program, including data subject rights. They

need a mechanism and procedure to address data subject rights and complaints. They should conduct a third-party
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audit or assessment to give them a clear picture of where they stand and possible areas of improvement; the audit

should be performed periodically. They should consider adopting privacy-preserving measures and tools.

Security

LendTechs should improve the security on both apps and websites to safeguard the consumer. There are reports
of fraud and other cybercrimes done through these services. They should consider security from the design stage
and continuously improve it by periodic updates and patching of vulnerabilities. The various platforms involved
should ensure that Security by Design (SbD) is implemented. At a minimum, mobile security assessment should
be conducted before the public’'s mobile apps’ roll-out for use. Regular Vulnerability Assessment and Penetration

Testing should be performed periodically to improve security posture.

Dark Pattern

Though the Nigerian law does not expressly prohibit the use of dark patterns, the semblance of relief lies under the
data protection and consumer protection framework to protect Users from deception and manipulative behaviour.
Besides, Google disallows deceptive conduct on its Playstore. ¥ Mobile apps and websites should be designed in
ways where dark designs are not used to manipulate users into making a predetermined decision favouring the

LendTechs.

Terms of Use

The terms of use should be more transparent and clear on the metric for computing the interest rates or specify the
rates. LendTechs need to present prices, conditions, and conditions clearly on the digital interface. The digital lender’s
identity should be ascertainable; non-provision of contact information is deceptive and evasive. Terms of use should

genuinely reflect the nature of a relationship and should avoid unfair terms or misrepresentation of nature of service.
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Regulation and Governance

Through the Central Bank of Nigeria (CBN), the government should consider creating a regulatory landscape to
provide oversight in the industry, especially in service delivery, data protection, technical and organisational security,
accountability, and governance. There is a need to define a threshold for interest rates to prevent arbitrariness and

unscrupulous default. LendTechs lack supervision against fraud, terrorism financing, and money laundering, which

are matters of prudential financial regulation, within the financial sector regulator’s powers, like the CBN.

LendTechs partners with third-party operators who collect, analyse, and process customer data. They mostly fall
outside of the supervision of financial regulators. There is the need for the CBN to include LendTechs under the
digital financial service providers as was done by the Central Bank of Kenya (CBK) through an amendment of the
Central Bank Act. The CBK defined digital financial products and services and put them under its regulatory power.

It recognises digital credit. This will allow for fair competition and proper consumer protection.

LendTech needs to have complaint resolution mechanisms. Complaint Resolution systems need to be available to
consumers, preferably including speaking directly to a person. Lenders are advised to inform customers frequently

about how to resolve problems.

From an ethical and best practices point of view, LendTechs should consider self-regulation by reviewing the
categories of persons who can access loans, minimum age requirement; income and other relevant information
could be a criterion, which reduces the chances of default of vulnerable populations pulled into the debt cycle. °!
LendTechs, especially those not regulated by the CBN might have a thing to learn from the Apex bank’s direction
on responsible lending. 2 These may include reviewing credit history, improving credit risk assessment procedure,

assessing capability to repay sustainably, and monitoring loan performance.

The FCCPC should exercise its regulatory oversight in consumers’ interest in misrepresenting the quality of services,
unfair contractual terms, and fraud. Besides, the Commission is empowered to exercise concurrent jurisdiction
with other regulators. > Consequently, the FCCPC should take steps against operators who act contrary to the
representations made in their terms of use and privacy notice 4, offering services with unfair terms of service and
whose practices violate fair dealings. FCCPC should consider issuing a Regulation or Guideline on fair practice in
debt recovery to complement the existing CBN framework, significantly because not all LendTechs fall under the
CBN's regulatory oversight. The instrument should prohibit the harassment, oppression, abuse, or violation of the

User’s right to dignity, using the threat to harm their person or reputation.
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Further, it should prohibit the use of obscene or profane language, threat to make a report or harass with agents of
the State, misrepresent the nature of the of the relationship by falsely alleging commission of a crime, misleading
information on the amount or legal status of a debt, implying that non-payment of a debt will result in arrest or
imprisonment, and repeatedly calling with intent to annoy, abuse or harass the User or third parties to recover
the debt. °® The data protection authority (or any government agency exercising such power) and the Federal
Competition and Consumer Protection Commission should enforce the general laws to protect Users from these
risks. The National Assembly should also speed up work with the Electronic Transaction Bill passage, which would

extend protection available to consumers. %

Self-Regulation by Platforms

While it appears the regulators should be responsible for regulating the pervasive activities of the LendTechs, a
sizable responsibility lies on the shoulders of the different app stores hosting these applications. They have sweeping
powers to rein in strict rules and demand standards that are privacy and consumer-centric. In January 2021, Google
announced it removed some loan applications from its Playstore in the Indian market °® and removed another 600
applications for inappropriate Ads placement. °® For a mobile application to be listed on an App Store, the developers
must comply with the App Store owner’s policies. Are these policies being enforced consistently? For context, four
of the apps we reviewed did not have a privacy notice . An app below the policy standards should be removed.

Recently, Apple tightened its App hosting rules by demanding more transparency to host Apps on its App Store. %

They should enforce their self-regulation by disabling apps with excessive permissions, misrepresentation, dark
patterns and deception, and low transparency. While it is essential to reining in adherence to protect users from

some actors’ malicious behaviours, it is equally necessary that the policies are enforced consistently to avoid creating

a hostile environment for innovation.
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User Awareness

Businesses and individuals need to be sensitised on the need for data to help the credit bureaus build their databases.
[lliteracy is a problem for some users. Some borrowers are unable to understand privacy notices, terms and conditions
and contracts. Many of these platforms use the internet and USSD, how many illiterates can operate them? They
should consider the use of quick and short digital surveys to offer simple ways to verify borrower’s understanding.
Oral tools may be used to pass messages in the simplest form. Privacy notices should be presented in a layered
approach and written in an easy to understand manner. The privacy notices and terms of use should be available

conspicuously in the mobile application and presented to Users before creating their accounts.

Users should read privacy notices. Notices provide insight into the nature and extent of data processing by an
organisation, the data subjects’ rights, and how to exercise these rights. Albeit, reading a notice is insufficient, if the

privacy notice is not transparent enough or genuinely reflects the processing’s nature.

Users should modify privacy settings on their device. It is possible to restrain some of the permission by adjusting
the phone settings and the App settings to improve privacy and security. Some Applications collect excessive
permissions that are not relevant for them to function effectively. Excessive permissions could result in risks to the
data subject. 19 Users should consider disabling unnecessary permissions through the phone setting. This offers

users a bit of control.

Users should avoid providing too much data. Users should give only the data necessary for the application’ to
function. Organisations should abide by the data minimisation principle by using only the data required to provide

the services effectively.
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Conclusion

This research has proved that there is still much to be done by LendTechs in terms of data protection, privacy, security
and consumer protection. LendTechs address a critical problem in our society and are quite essential for accessing
micro-credit. However, they must do so responsibly and within the bounds of law, ethics and in consideration of the
consumers’ interest. Current practices are vulnerable to the violation of data protection, privacy, consumer protection

laws or any other extant laws. It is simply not enough to make vague representations of the intention to ensure

consumers’ interest; it must be seen to be done.
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Appendix
What is a tracker?

A tracker is a piece of software whose task is to gather information on the person using the application, °2 how
they use it, or the smartphone being used. Trackers could be used for crash reporting, profiling, monitoring location,

targeting a user with adverts, analytics and identification
What are permissions?

Permissions are actions the application can do on the phone. An app requires permission to function. Android apps
must request permission to access sensitive user data (such as camera, location, and read SMS). 1 A central design
point of the Android security architecture is that no app, by default, has permission to perform any operations that
would adversely impact other apps, the operating system, or the User. %4 An App must publicise the permissions it
requires. 1% Standard permissions do not pose much risk to the User’s privacy or the device’s operation; the system
automatically grants those permissions to your App. Dangerous permissions could potentially affect the User’s

privacy or the device’s regular operation. 1°¢
What is a referrer policy?

The referrer header allows websites and services to track users across the web and learn about their browsing habits
(possibly private, sensitive information), particularly when combined with cookies. '*” By setting a Referrer-Policy,
websites can tell browsers not to leak referrers. It helps preserve data minimisation principles. (Article 2.1 (b) of the

NDPR)

What is a Secure Socket Layer?

Secure Sockets Layer (SSL) is a standard security technology for establishing an encrypted link between a server
and a client—typically a web server (website) and a browser, or a mail server and a mail client (e.g., Outlook). 108 109

SSL allows sensitive information such as credit card numbers, social security numbers, and login credentials to be
transmitted securely. 110 Typically, data sent between browsers and web servers is sent in plain text—leaving the
data vulnerable to eavesdropping. If an attacker can intercept all data being sent between a browser and a web

server, they can see and use that information. !
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What is a content security policy?

Content Security Policy (CSP) is an added security layer that helps detect and mitigate certain types of attacks,
including Cross-Site Scripting (XSS) and data injection attacks. ''2 These attacks are used for everything from data
theft 113 and site defacement to the distribution of malware. A primary goal of CSP is to mitigate and report XSS

attacks. ' It helps prevent unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise

processed. (Article 2.1 (d) of the NDPR).
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